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but in this measurement process all fuzzy rules have the same weight 1. The output for the 

security of “Access Control” is 6.01 that quantifies the vulnerability with the value 3.99.

8.3 Summary

Because of two important reasons, our research group has decided to stop using AHP in 

the next studies; (1) the value of AHP did not convey a significant difference in 

vulnerability measurements of the two scenarios in this scale, (2) AHP is a very subjective 

approach and cannot be a reliable solution in our research because different users may 

apply it differently and get different results for the same security sub-factors.
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CHAPTER NINE

9 SURVEY SUMMARY AND RESULTS 

Drawing on a combination of methodologies, our research used four techniques to quantify 

potential vulnerabilities of the system in DOT: security requirements elicitation, goal 

question metrics, security standards, and fuzzy logic. Firstly, security standards extraction 

through SQUARE model that provides the strategies for elicitation, categorization, and 

finally prioritization of security requirements for information technology systems and 

applications. The most important step of SQUARE in our research is IBIS that its purpose 

is to broaden the coverage of the problem to provide a significate degree of participation 

in the system analysis because we need to see the problem and consider it from a different 

angle (Section 3.1.1).

Secondly, GQM in the research that clarified the paths we need to go through for further 

analysis. This process shows what information is required to be provided to the system to 

be able to assess and evaluate the vulnerability of the system quantitatively and the 

measurement shows if the goal is achieved or not. (Section 3.1.2).

Thirdly, security standards such as NIST SP800-53 and ISO 27001: 2013 are studied 

thoroughly to map them with each element of the security requirements applied in the 

constructed security framework (Section 3.1.2). 

Lastly, Multi-layered Fuzzy Logic is devised to solve the last part of GQM which is 

calculating the appropriate metric for each security factor in the hierarchical tree adopted 

from our security framework. For that, FL applies Mamdani methodology in fuzzification 
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processes using antecedent and consequent. We showed how we attached FL to the root of 

GQM and provided two important zones: combination zone and aggregation zone to lead 

us to obtain the final numerical value of the vulnerability of each security factor (see section 

3.1.3). 

The rest of this chapter addresses the results of the survey and illustrates the details of the 

analysis. The primary purpose of the survey was to capture the real-world information that 

goes through the cybersecurity environment of organizations (in our case DOT). We sent 

the survey to almost 2000 emails (having redundancy is expected) targeted to DOT 

employees in Alabama to take the survey. Totally, 19 IT and security experts answered the 

survey; however, two of them did not consenthave their information used in this research.  

Getting large numbers of responses to this survey is difficult because of concerns of 

potential responders that letting this information be known could itself compromise 

security and perhaps even get the responder in trouble.  One area in the questionnaire in 

particular was poorly responded to, that asked about the number of cybersecurity incidents 

in the organization.  In fact, since the response rate was actually zero for this particular 

portion of the questionnaire, some faculty on the dissertation committee contacted some 

high level security authorities that they knew personally, to ask for help in finding out more 

about the number of current cybersecurity incidents, but even this personal approach was 

unsuccessful: the  high level authorities told the faculty that most organizations were 

nervous about letting this kind of information be known. Therefore, we received answers 

from 17 experts through a Qualtrics survey (Figure 61) which is illustrated as follows:
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Figure 61. Number of People Consented to Participate in Survey

Based on the consent form the participants are indicating that they are above 18 years old 

and have read and comprehended the consent form.

9.1 General Knowledge Questions

One of the most important sections of the survey is general knowledge questions that shows 

what percent of the participant have experience of security in general and specifically have 

experience in system security and network security. Figure 62 illustrates the distribution of 

survey participants based on their experience in different fields of security.

How many years of experience do you have in system security ( e.g. Access Control 
List)?

17

2

0

20

Yes, I do consent No, I do not consent

Count
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How many years of experience do you have in network security (e.g. Man in the middle 
attack)?

How many years of experience do you have in cryptography?

How many years of experience do you have in developing Cyber attacks?

How many years of experience do you have in software development? 
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How many years of experience do you have in software architecture? (E.g design pattern, 
class diagram)?

Figure 62. Participants’ Level of Expertise in Different Fields of Security

9.2 Survey Validation 

In our research, one of the critical procedures is to figure out whether the developed model 

and the proposed methodologies work properly and produce the results based on the 

expectation of the real-world situation. This procedure is validation that helps to assure we 

measure what we meant to measure. This process is one of the most important parts of the 

research because it is related to human perceptions. For that, we conducted validation based 

on two separate studies: weighting consistency and Content validity.  

In the survey design, we assigned a weight to each answer to the questions. (Appendix 2). 

These weights are designed by our research group based on the importance of each answer 

and its contribution to the security sub-factor. In order to eliminate the possibility of being 

bios in the weighting scales, we sent the survey to 4 experts who work as IT specialist in 

the industry in different organization and asked them to thoroughly read the survey and the 

appropriate weight of each answer and then send us back their opinion or recommendations 

in case they agree or disagree with our scaling system. The result was that all of the experts 

were completely agree with our weighting scales which shows our focus group followed 
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the trend of choosing the weights reasonably by their importance. Thus, we can make sure 

that participants in the survey answer the question with standard and fair options on the 

answer. 

The next phase was content validity that “refers to the extent to which a measure represents 

all facets of a given construct” [130]. In fact, it concerns whether or not we measure a more 

complicated concept with enough measures to capture the concept’s full meaning (the 

measure sufficiently covers the area that it is intended to cover). For that, we sent the survey 

to two experts in the same agency (Microsoft Corporation) and asked them to answer the 

survey separately and send the survey back to us. Then we measure the consistency of their 

answers in the survey which represents the content validity of the survey. We applied 

Cronbach’s Alpha [131][132] to measure content validity. It is a test to estimate the 

reliability and internal consistency of the survey. High reliability indicates we measure job 

satisfaction and the Alpha calculation is expressed as (31).

 

Where N represents the number of items, represents average covariance between item-

pairs and indicates average variance.

The alpha coefficient of reliability ranges from 0 to 1 that provides an overall assessment 

of reliability. When all items are completely independent of one another then we have alpha 

with zero results, on the other hand when all items have a high covariance then alpha can 

be 1. 
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Figure 63 shows how we interpret alpha value for content validation in the survey [131]:

Figure 63. Cronbach’s Alpha Interpretation Chart

We extracted the experts' answers from the survey to capture the Alpha value. As 

mentioned before, we processed this procedure based on data extracted from two experts 

in Microsoft.

Table 25 and 26 represent the case processing summary and reliability statistics for two 

experts as follows in SPSS:
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Table 25. Case Processing Summary for Two Experts Data

 
N % 

Cases Valid 2 100.0 

Excludeda 0 .0

Total 2 100.0 

a. Listwise deletion based on all variables in the 

procedure. 

Table 26. Cronbach’s Alpha Value for Two Experts Data
 

Reliability Statistics 

Cronbach's Alpha N of Items

.971 137 

 

As shown in Table 26 the value for Alpha is 0.971 that can be interpreted as follows:

 It clarifies the reliability between two participants that indicates both participants 

dealing with the same concept applying the same instrument. 

 Indicates how reliable the procedure is if we re-test it that represents the consistency 

of measurement procedures. 

 There are two different instruments, but constructed in the same way, and are 

reliable in parallel. 
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Now, we are convinced that based on the Excellent reliability and internal consistency 

achieved from the survey, each security factor gives us a valid input for MFL that lead us 

to proceed to the measurement phase.

9.3 Results

We summarized the data received from the survey for each security sub-factor. Figure 64 

shows a sample data summary from Network Security block. (Full description and 

statistics of the survey are attached in Appendix 3).  

Figure 64. Data Migration Line Chart and Summary Table

In order to find a number that represents the appropriate question, we use the Median ( 4

for the above security sub-factor) obtained from each question of the survey. This number 

plays the role of input for MFL. If there is more than one security sub-factor in each 



187
 

calculation process, we find the average of the Medians. In our research, we do not have 

more than three inputs at a time of metric measurement. If there are more than three inputs, 

then we group them into two groups of two-factors. When we have all data corresponding 

to each factor, then we start the metric measurement processes in a bottom-up manner to 

reach the final value of the parent node in each hierarchy. 

We measured the metrics for each main factor of the framework separately as follows: 

 Network Security 

 Mobile Devices 

 Physical Security 

 Web Applications 

 Audit 

 Third-party 

 Training and Awareness (Human resources) 

 

Table 27. Summary of All Security Factors and with Corresponding Vulnerabilities 
Network Security Final Crisp Value Vulnerability
Availability 6.5 3.5 
Integrity 4.86 5.14 
Accuracy 6.5 3.5 
Confidentiality 6.57 3.43 
Mobile Devices 
EMM 7.57 2.43 
UAC 4.83 5.17 
Encryption 6.5 3.5 
Physical Security (DC) 
Access Control 8.65 1.35 
Authorization/ Identification 8.61 1.39 
Emergency Response 9.03 0.97 
Data Storage 8.83 1.17 
Inventory 8.58 1.42 
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web Applications
Authentication 4.5 5.5
Software Security 4.5 5.5
Runtime Security 7.76 2.24 
Maintenance 6.5 3.5 
Authorization/ Identification 4.5 5.5
Audit
Personnel Security 6.5 3.5 
Physical Security 6.96 3.04 
Privacy Control 9.03 0.97 
Data Security 8.94 1.06
Disaster Recovery 6.5 3.5
Security Awareness 6.77 3.23 
Compliances 6.77 3.23 
Third-party
Security Policy 8.83 1.17 
Emergency Incident 9.03 0.97 
Information Protection 9.03 0.97 
Training 6.5 3.5 
Authorized Access 8.83 1.17 
Auditing 6.5 3.5 
Background Check 9.03 0.97 
Training and Awareness (HR)
Background Check 8.83 1.17 
Training 8.83 1.17 
Employee Agreement 9.03 0.97 
Security Policy 4.5 5.5 
Total 7.8 2.2 
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Figure 65. Rule Viewer Result for Accuracy in Network Security
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For vulnerability measurement (Table 27), we traced each security sub-factor from the 

node of each hierarchical tree corresponding to the main factor of the framework. In our 

case, we usually have three scenarios to measure the final crisp value: sub-factors based on 

one input, two inputs, and three inputs that range of each fuzzy subset is defined based on 

Table 28.

Table 28. Metric Measurement based on Fuzzy Subset in Domain and MF
Fuzzy Subset MF Domain Triangular MF 

Very low = (x-0)/(2-0)  0,1,2 

Low
= (x-1)/(2-1) 
= (4-x)/(4-2) 

 
 1,2.5,4 

Medium 
= (x-3)/(4-3) 
= (6-x)/(6-4) 

 
 3,4.5,6 

High 
= (x-5)/(6-5)
= (8-x)/(8-6) 

 
 5,6.5,8 

Very High 
= (x-7)/(8-7)

= (10-x)/(10-8) 
 
 7,10,13 

 

Therefore, we measured each of the security factors based on the ranges mentioned in Table 

28. Therefore, for three inputs of each metric measurement, we capture a separate rule 

viewer with its specific crisp number (Figure 64). This figure shows the level of Accuracy 

in Network Security with the aggregation of values obtained from other components such 

as Annual Review, VAM, and Data labeling. As shown in Figure 64, the crisp number from 

inputs 6,5 and 6 was measured by COA (17) which is 6.5. 

We continued these processes until we achieved the final number of vulnerability as 2.2 

out of 10. 
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CONCLUSION AND FUTURE WORK

Our primary research focus was to construct a standard security framework for the 

Department of Transportation (DOT). For that, we applied security requirements elicitation 

approaches to come up with a comprehensive security factor and sub-factor representing 

the security map of DOT. Then we used the Goal Question Metrics approach to embody 

the concept of security metrics and then in the next phases using applied Multi-layered 

Fuzzy Logic (MFL) methodology we measured the appropriate metric that quantified each 

security sub-factor.

To our knowledge and also based on literature and available security quantification 

methodologies there is no other approach that can quantify the whole security of an 

organization at a high level. This methodology provided several advantages of being 

applied in this research such as 1. easy to understand, 2. very efficient to represent linguistic 

and subjective attributes of a real-world problem, 3. support a smooth transition between 

behaviors, and 4. Accuracy and its drawback is that it takes time if the number of input is 

high. 

Other than MFL, the most common methodology that recalls for support is machine 

learning approach to solve the problem. Generally, there are two types of tasks of learning 

in machine learning; Supervise and Unsupervised. (sometimes semi-supervised learning 

methods are also work in some fields depend on the type of the problem). Apparently, 

because of some important facts, it is not possible to use supervised learning. The most 

important fact is that there is no data available for training. Therefore, if we have enough 

data we may be able to apply machine learning methodologies to this issue and also the 
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questionnaire is specific to the organization. Even within that organization, we do not have 

enough respondents. Therefore, the machine learning supervised model is useless in this 

case. Also for the unsupervised model, we need very clean data from the organization 

(which is constantly subject to change) and the questionnaire will never provide such 

information to us to be used in machine learning. In some areas of cybersecurity, it is 

plausible to apply unsupervised learning to solve the problem (e.g. anti-virus software).

Therefore, Fuzzy Logic is the only methodology we can apply for such a problem. When 

we study our methodology, conceptually we can consider Fuzzy Logic as a machine 

learning approach but unsupervised learning that the procedure because we cannot define 

generalization to adopt previous data from the same distribution as the one used to create 

the model. 

And the last important point in our conclusion is that in our survey we are benchmarked 

individual agency in case of vulnerability measurement and not to compare across different 

agencies. In fact, this was a longitudinal comparison, not a cross-sectional comparison. 

As discussed previously, we have done content validity as part of the validation of this 

research. In the future, the construct validation techniques could be extended to address the 

comprehensive validation of the research. The study could be further extended to consider 

more detail of security sub-factors of an organization, especially in case we have a lot of 

security sub-factors and a one-time input in FL for metric measurement. The complete 

automation of this methodology needs an industrial level of effort by a team with different 

backgrounds such as Security, Computer Science, Statistics, Business, etc. with a strong 

collaboration with the security organizations. 
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APPENDIX 1

All processes of questionnaire design including the nature of questions have been approved 

by the Institutional Review Board (IRB) committee to comply with the Federal Regulations 

to assure the safety of all human subjects involved in the study. The approval letter is 

attached as follows: 
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APPENDIX 2

Cyber Security Survey – CS & DOT . 

 

Start of Block: Consent

Consent Form You are invited to participate in a research study about measuring the level 
of cybersecurity in organizations and determine a standard quality framework for that 
purpose. Our proof of concept will be the Department of Transportation ( DOT) for which 
there have not been enough studies on cybersecurity.  This study is designed to help us 
to better understand the components in DOT in order to have a better evaluation of risk 
assessment and potential security vulnerabilities to improve the security posture for DOT, 
in which DOT can continue its services in the event of cyber-attacks. We expecting all 
answers represent the company as an entity and not any individual member of the 
organization. If you are uncertain about the answer to any of the questions, please answer 
them as “I do not know”, because the unanswered question will be counted as zero 
towards the organization’s overall security score for security evaluation.  Any information 
provided on the questionnaire will be kept completely confidential. The information 
extracted from this questionnaire will be contributed to the research studies at the 
University of Alabama in Huntsville.      The primary investigator is Mohammad 
Shojaeshafiei, Room # N361 Department of Computer Science at the University of 
Alabama in Huntsville.     PROCEDURE TO BE FOLLOWED IN THE 
STUDY:   Participation in this study is completely voluntary. Once written consent is given; 
you will be asked several questions related to the security rules and regulations in your 
workplace in regard to software, hardware and all important aspect of security standards 
which are predetermined by default  You will also be asked to rate most of the security 
questions on a scale of  Never, Rarely, Sometimes, Regularly, Usually, Always and  I do 
not know. Some questions are in the format of concise descriptive and YES or NO format. 
There are 12 separate blocks of questions which in the first block you will be asked to 
answer some “General Knowledge Questions” about your experience of security and 
cybersecurity. Except for one question, all other questions in the questionnaire are giving 
you the option to say “I do not know”. Some questions are descriptive which provide you 
a text box to type your answer. One single question is asking you about the exact number 
of Cyber incidents in the last five years in your organization and it is designed on the “force 
logic” setting in which the participant has to answer that question and the question is not 
skippable. The very last block has few demographic questions for our better understanding 
of the population analysis of the study.  This session will take at most an hour to be 
completed.     DISCOMFORTS AND RISKS FROM PARTICIPATING IN THIS 
STUDY:  There are no expected risks associated with your participation.     EXPECTED 
BENEFITS:  Results from his study can benefit society by opening a large perspective of 
awareness in cybersecurity and consequence risks causing vulnerabilities in the system. 
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Every year industries and organizations losing billions of dollars because of security 
breaches while they are doing their best to follow all security standards, however till now 
there is no standard framework for that. we will define a standard framework for the 
security by quantifying the vulnerabilities. Please see the section below for incentives and 
compensation for participation in this study.     INCENTIVES AND COMPENSATION FOR 
PARTICIPATION: there is no incentives and compensation in this 
research.     CONFIDENTIALITY OF RESULTS:  Participant numbers will be used to 
record your data, and these numbers will be made available only to those researchers 
directly involved with this study, thereby ensuring strict confidentiality.  This consent form 
will be destroyed after 3 years.  The data from your session will only be released to those 
individuals who are directly involved in the research and only using your participant 
number.     FREEDOM TO WITHDRAW:  You are free to withdraw from the study at any 
time.  You will not be penalized because of withdrawal in any form.  Investigators reserve 
the right to remove any participant from the session without regard to the participant’s 
consent.     CONTACT INFORMATION: If you have any questions, please ask them now. 
If you have questions later on, you may contact the Principal Investigator Mohammad 
Shojaeshafiei, in N361 Technology Hall , University of Alabama in Huntsville, at 256-224-
2331 or at ms0083@uah.edu . or the faculty supervisor Dr. Letha Etzkorn , in Technology 
Hall at letha.etzkorn@uah.edu  or Dr. Michael Anderson at andersmd@uah.edu .  If you 
have questions about your rights as a research participant, or concerns or complaints 
about the research, you may contact the Office of the IRB (IRB) at 256.824.6992 or email 
the IRB chair Dr. Ann Bianchi at irb.@uah.edu. 
 

 

 
 By appearing to participate you are indicating that you are above 18 years old and you 
have read and comprehended the information consent. 

Yes, I do consent   

 No, I do not consent   

 

Skip To: End of Survey If By appearing to participate you are indicating that you are above 18 
years old and you have read... = No, I do not consent 

End of Block: Consent 

Start of Block: Introduction 

 
Intro Please answer the following questions to the best of your knowledge. We expecting 
all answers represent the company as an entity and not any individual member of the 
organization. If you are uncertain about the answer to any of the questions, please answer 
them as “I do not know”, because the unanswered question will be counted as zero 
towards the organization’s overall security score for security evaluation.   Any information 
provided on this questionnaire will be kept completely confidential. The information 
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extracted from this questionnaire will be contributed to the research studies at the 
University of Alabama in Huntsville. 
 

End of Block: Introduction

Start of Block: General Knowledge Questions 

 
1 How many years of experience do you have in system security ( e.g. Access Control 
List)?  

 0   

 1        

 2        

 3   

 4    

  5 or more   

 

 

 
2 How many years of experience do you have in network security (e.g. Man in the 
middle attack)?  

 0   

 1        

 2         

 3    

 4   

 5 or more    
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3 How many years of experience do you have in cryptography?
 0   

 1        

 2        

 3    

 4   

 5 or more   

 

 

4 How many years of experience do you have in developing cyber attacks?  

 0    

 1         

 2         

 3   

 4   

 5 or more    

 

 

 
5 How many years of experience do you have in software development? 

 0    

 1         

 2         

 3    

 4    

 5 or more    
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6 How many years of experience do you have in software architecture? (E.g design 
pattern, class diagram) 

 0    

 1         

 2        

 3    

 4    

 5 or more    

 

End of Block: General Knowledge Questions 

Start of Block: Network Security

7 Does your agency make sure security mechanisms and redundancies implemented to 
protect equipment from utility service outages (e.g., power failures, network disruptions, 
etc.)?   

 Never       (1) 

 Rarely         (2) 

 Sometimes    (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

8 What percentage of your agency’s equipment has security mechanisms and 
redundancy to protect equipment from utility service outages built-in?  

 None    (1) 

 Some equipment  (3) 

 Almost half of the equipment  (5) 

 The majority of equipment  (7) 

 All equipment  (10) 

 I do not know  (0) 
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9 Does your agency implement network redundancy in its system? ( through which 
additional or alternate of network devices, equipment and, communication  medium are 
installed within network infrastructure).    

 Never  (1) 

 Rarely         (2) 

 Sometimes  (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

10 Does your agency perform industry-standard monitoring and alerting on devices that 
process and store sensitive information?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

11 How frequently does your agency back data up? 

 Never  (1)  

 Annually  (2)  

 Twice a year  (4)  

 Quarterly  (6)  

 Monthly  (8)  

 Weekly  (10)  

 I do not know  (0)  
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Display This Question: 

If How frequently does your agency back data up? != Never

12 Where does your agency back data up?  
 

 Flash Drive  (3) 

 CD  (4) 

 Hard drive  (6) 

 Network-attached storage  (8) 

 Cloud storage  (10) 

 Other:  (5) ________________________________________________ 

 I do not know  (0) 

 

Display This Question: 

If How frequently does your agency back data up? != Never 

13 What kind of backup solution does your agency use?  

 important data get backed up randomly   (4)  

 full server or system local backup are performed daily   (6)  

 full server or system backups are performed daily and replicated to the cloud   

(8)  

 full server or system backups are performed hourly and replicated to the cloud   

(10)  

 I do not know  (0)  
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14 If there is an event or incident, how easy is it that your agency has the capability to 
recover data in case of data loss?  

 Never tried     (1) 

 Very difficult    (3) 

 Difficult      (4) 

 somewhat hard     (5) 

 Moderate     (7) 

 Easy   (10) 

 I do not know  (0) 

 

15 Does your agency consider any type of load balancing (e.g. distributing network 
traffic across multiple servers) facilities for network security?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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16 How do you rank the safety of your agency’s data centers in regard to having a 
probability/occurrence of high-impact environmental risks (floods, tornadoes, 
earthquakes, hurricanes, etc.)?  

 1 (lowest)  (1)  

 2  (2)  

 3  (3)  

 4  (4)  

 5      (5)  

 6  (6)  

 7  (7)  

 8  (8)  

 9  (9)  

 10 (highest)  (10)  

 I do not know  (0)  

 

17 How often does your agency work with more than one service provider it depends 
on?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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18 How often does your organization design or anticipate any physical protection against 
damage such as natural disasters or deliberate attacks with any countermeasures?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

19 How often are policies, established procedures, configured mechanisms updated to 
protect the wireless network environment perimeter and to restrict unauthorized wireless 
traffic?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

20 If you use a wireless network at home, how often do you check the network 
configuration to make sure you secured your wireless network connection (e.g. 
encryption enabled or access restriction)?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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21 How often does your agency make sure that they have all policies and mechanisms 
of quality testing including unit, integration, system and acceptance testing for released 
software versions?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly        (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

22 How often does your agency ensure that data does not migrate beyond a defined 
geographical residency?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly       (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

23 How often are secured and encrypted communication channels used in your 
organization when migrating physical servers, applications, or data to virtual servers? 

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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24 How often does your agency select and monitor outsourced providers in compliance 
with laws in the country for data storage, location, processes, and transition?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

25 How often does your agency inspect and account for data quality errors and 
associated risks?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

26 Which of the following options best describe the Operating System(OS) updates 
management and installation in your agency’s computers?  

 No OS automatic update   (1)  

 OS installed the automatic update, but we never verify they are current   (3)  

 OS installed the automatic update, and we verify randomly   (6)  

 OS installed the automatic update, and we verify on a regular basis   (8)  

 OS updates are managed and monitored network-wide by the system 

administrator  (10)  
 I do not know  (0)  
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27 How are third-party software updates (Adobe, Java, etc.) installed on your agency’s 
computers?  
 
 

 Updates are not installed   (1)  

 Whenever software update prompts on the system   (4)  

 We use software to check for updates and prompt us to install   (7)  

 They are managed and updated network-wide from a console   (10)  

 I do not know  (0)  

 

28 How often does your agency verify that software suppliers adhere to industry 
standards for software development life cycle security?   

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

29 How often does your agency restrict, log, and monitor access to the information 
security management systems (e.g.,  firewalls, vulnerability scanners, network 
sniffers,  etc.)? 

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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30 How often does your agency checks if they are following and updating the wireless 
standards? (e,g. 802.11, 802.11a, 802.11g)  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

31 How often does your organization ensure that security threat detection systems using 
signatures, lists, or behavioral patterns are updated across all infrastructure components 
within industry-accepted time frames?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

32 How often are mechanisms in place in your agency to ensure that all debugging and 
test code elements are removed from released software versions?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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33 How often does your agency review/ update the policies of software quality testing in 
your organization?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

34 How often are training and data security and accuracy awareness provided to the 
employees? 

 Never   (1)  

 Each employee is provided a training manual while joining our 

organization   (2)  
 Once in two years meeting   (4)  

 Annual security meeting   (6)  

 Both manual training and quarterly meetings are provided in the agency   

(8)  
 Online training courses plus monthly security meetings are provided in the 

agency   (10)  
 I do not know  (0)  

 

35 How often does your organization consider annual review including third party 
providers upon which their information supply chain depends?  

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 
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36 How often does your agency apply vulnerability assessments to identify and prioritize 
the vulnerabilities in the system?   

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

37 How often does your agency apply vulnerability management ( the cyclical practice of 
vulnerability assessments) strategies in the system?   

 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 

38 How often does your agency follow any data labeling standards (e.g. ISO 15489)?  
 Never       (1) 

 Rarely         (2) 

 Sometimes   (4) 

 Regularly           (6) 

 Usually       (8) 

 Always   (10) 

 I do not know  (0) 

 


