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Abstract
There is a need for high-energy radiation dosimetry in a broad array of fields, from matters
of national security, to space-exploration, medical applications, and even personal protection
equipment. Typical solutions include dedicated handheld sensors like thin-film dosimeters, specially
designed hardware modules, and larger, costlier detectors for higher accuracy measurements. These
methods, while accurate, are often not capable of yielding precise in situ readings.
A solution is developed for cost-effective, accessible radiation detection by using only easily
sourced commercial components. This solution utilizes the characterization of bit-failure rate in a
flash memory module due to incident radiation. Bit-failure rate is easily measured and can be directly
related to an amount of incident radiation using an algorithm. Two primary thrusts are investigated:
a highly accessible detection method using a commercial SD card and an Android-based
Smartphone application, and a more precise detection method using a developed small circuit board
that could be made to interface with a Smartphone. Data is shown to support the dependence of fail
bit count (FBC) on the radiation intensity.
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Introduction
Flash memory modules are one of the most ubiquitous chips currently in use. The
electronics industry’s dependence on Flash memory is explained by the ever-increasing demand for
inexpensive, reliable nonvolatile (retains information even when not powered on) memory. Flash
memory is a type of non-volatile semiconductor memory which stores information in the form of
charge. It operates on a very similar principle to a normal metal-oxide-semiconductor field effect
transistor (MOSFET). A MOSFET can be thought of as an electronic switch that is controlled by a
voltage applied to its gate. Structurally, a Flash memory cell is comprised of a floating-gate metaloxide-semiconductor field effect transistor (FG-MOSFET). An FG-MOSFET allows electrons from
the Silicon substrate to be tunneled into the floating gate during the program operation of memory.
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Fig 1 (a) Schematic of a floating gate Flash memory cell. (b) Energy band diagram with different possible
pathways for charge loss after radiation strike: (1) electron emission through tunnel oxide and blocking oxide,
(2) trap assisted tunneling (3) generation of “e-h pair” in blocking/tunnel oxide and subsequent
recombination or hole trapping (4) conductive pipe model. (c) Threshold voltage (Vt) distribution of the
memory cells in a page/block. After ionizing radiation, the program state Vt shifts down causing fail bits.

To use commercial Flash memory as a radiation measurement tool, two methodologies have
been explored that share one overarching idea. The Fail Bit Count (FBC) of Flash memory is driven
higher than thermal background by incident radiation. The FBC measures the number of stored bits
that have been flipped, usually per block of memory. Flash memory is comprised of arrays of
floating gate transistors, or cells, that store charges to indicate either a ‘0’ or ‘1’ bit. A sufficient
number of electrons on the floating gate of a cell will program the cell, leading the memory
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controller to read a ‘1’. Alternatively, a lack of electrons on the floating gate will lead to the
controller to read a ‘0’. Ideally, electrons should only be introduced or removed from the floating
gate via tunneling when the controller programs or erases the cell, but there are other ways for
charge to be added or removed. Unwanted addition or removal of charge on the floating gate can
result in fail bits where the charge on the gate has been changed so much that the controller will no
longer read the intended value. The FBC is typically nonzero at room temperature due to thermal
generation of holes and electrons occasionally being able to change the effective charge on the
floating gate. Similarly, incident ionizing radiation can generate electron-hole pairs that may become
separated, leading to a change in effective charge on the floating gate and a rise in the FBC. Ionizing
radiation can also damage the oxide that separates the floating gate and the channel, providing an
easy path of escape for the electrons held there.
A Flash chip can be controlled by sending data and command signals into the various
connections to the chip, known as pins. The most fundamental of these commands are read,
program, and erase. Sending the chip a read command and an address in memory followed will yield
the contents of that address. Sending a program command and an address will result in new data
being written to the specified location. Sending the erase command and an address will remove data
at the address, freeing space in memory for other data to take place. These signals operate in the
Megahertz range, meaning that a certain voltage is only held for micro (10-6) or nano (10-9) seconds.
For this project, the chips are of size 64Gb with MLC storage. In the experiments we have used 100
different blocks from different location of the chip. Each block consists of 256 pages of size 8k
bytes each.
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Chapter I: Originality and Importance
Autonomous, real-time radiation sensing with high precision is an important topic for
several applications including military, public health and safety, space-exploration, etc. There exist
many different types of radiation dosimeters, such as small finger/body film badges, thermoluminescent dosimeters (TLDs), optically stimulated luminescence dosimeters (OSLs) and electronic
dosimeters, each with its own strengths and weaknesses. Most of the existing dosimeters need to be
sent to a laboratory to be evaluated for exposure and hence cannot perform real-time in situ
measurement of the radiation environment.
Flash memory offers several advantages compared to the state of the art dosimeters in terms
of real-time in place measurements, re-usability, and wider dynamic range of measurement. In
addition, Flash memory chips are low cost, high density with small-footprint and widely used in
many embedded systems such as Smartphones, and hence Flash based dosimeters can provide a
paradigm shift in radiation sensing through millions of distributed smart devices for civilians to keep
track of their exposure to harmful radiation.
The concept of utilizing the FG-MOSFET for dosimetry applications is not the first of its
kind. In 1998 Scheick et al. demonstrated the utility of Electrically Erasable Programmable ReadOnly Memory (EEPROM) for measuring ionizing radiation in space through the Microelectronics
and Photonics Test Bed (MPTB) satellite. More recently, Savage et al. (2013) proposed extreme
value analysis in order to use NAND Flash memory as a dosimeter. However, the detectable
radiation dose in their study was in the range of kilo-rads to mega-rads(Si), and hence it cannot be
used as a personal dosimeter.
The key contributions of this thesis work are as follows:
1)

A Smartphone application for the Android platform is developed to serve as a mobile,

distributable, and cost-effective radiation dosimeter technique.
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2)

A Flash module interface board is developed to allow direct manipulation of the module

using an open-source, easily maintained Python codebase.
3)

Data is shown to support the claim that commercial un-modified Flash modules can detect

radiation dose of 100 rad (Si) with good accuracy for both X-ray and Gamma-ray exposure.
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Chapter II: Methods and Process
For this project, two related thrusts were explored. First developed was an Android
application. The second is a simple circuit board that interfaces with a commercially available flash
memory module and is capable of performing low-level operations.
Android Application
The initial aim of this project was to develop a standalone Android application to monitor
incident ionizing radiation. For this, the integrated development environment Android Studio was
used to develop the code and a Samsung Galaxy S5 was used to test the application in a user-level
environment.
As this project was started from scratch with very little background in programming Android
applications, the first step was to become familiarized with the basic structure of an application. To
do this, Android Studio was used to write several small practice applications that served as a way to
become accustomed to the differences between Android programming and typical Java
programming. After this, work on the main application could begin.
Support was first added to simply read and write text files, followed by adding the ability to
write binary files in specific patterns to the phone SD card. It was hoped that simply reading these
files before and after irradiating the SD card would allow the FBC to be measured, however it was
found that the error correcting code (ECC) on the card prevents the application from accurately
finding the FBC. Instead, the application can write, read, or delete a file to measure how long this
operation takes. Comparing the operation time after irradiation to a known operation time from
before irradiation allows a determination to be made about the radiation dosage.
Since irradiating items is not simple or cheap task, a more accessible method to test the
application was sought. It was determined that a change in temperature should affect the speed of
Flash memory in similar ways to radiation, and thus testing was done to compare room temperature
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speeds against low temperature speeds. Finally, preliminary radiation data was obtained using the xray machine in the Von Braun Research Hall.

Customizable Flash Read/Write Board
Prior to developing this board, a commercial solution was used by the lab group to interface
with the irradiated flash memory chips. This commercial board has several limitations. It has a
closed-source framework and drivers, and what little customization that could be user-controlled is
written in the c++ language, not known for its user-friendliness. A new solution was created with
several goals in mind: the new reader should allow the lab group access to the entire software
framework; incorporate support for more sophisticated features of the flash memory chips; and be
written in the Python programming language for ease of maintenance and modification.
The design was inspired and based off of prior open-source work written in Python,
originally intended as black-hat data reverse engineering method or to recover files that were
corrupted on a flash drive or SD card. Two circuit boards were required to be connected with one
another, and then interfaced to a personal computer (PC). The first circuit board simply houses a
slot in which a Thin Small Outline Package (TSOP) flash memory module can be placed and
removed without the need to solder components. The connections, or pins, of the TSOP module
are then spaced out to be easily accessible by solderless jumper wires for ease of prototyping, as the
full map of required connections had yet to be determined. The second circuit board contains a USB
to generic serial data converter, which is used to intermediate communications between the TSOP
board and the USB connection of the PC. This USB board transmits data to the TSOP board via
eight data pins and seven control pins, some of which were known thanks to the original design,
with the rest having been determined by trial and error as the original schematic did not yield a
functioning device.
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The developed software is based off of several libraries and open-source drivers that allow
the USB board to be controlled and communicated with using Python. The original designer had
developed a codebase that could run simple diagnostics of a flash module. In attempting to
reproduce this functionality, many challenges concerning code dependencies, driver errors, and
various others were faced. With time, these were overcome and a flash memory module was finally
recognized. The new design was shown to be capable of reading from arbitrary locations in memory
by programming an identifying pattern onto a flash module using the commercial read/write board
that was known to be working. The module was read using the new design and the same pattern was
found. Additional Python code was developed so that the new design was capable of writing data to
arbitrary locations in memory; tested by writing a pattern to a memory module and attempting to
read it back both with the new design and with the commercial board. Finally, it was determined that
the new design can measure the critical FBC metric by program-stressing and checking the FBC of a
module using the commercial board, then reading that module using the new design and finding the
same FBC.
With the capability to read/write arbitrarily and find the FBC, the new design is now as
capable as collecting radiation, or any other flash memory reliability issue, data as the commercial
board, without its limitations.
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Chapter III: Challenges
Android Application
Though I had taken a very basic Java programming course in Community College, I had all
but forgotten those skills. I had to relearn Java and pick up how to apply the language towards
Android programming. It took several weeks before I felt confident enough in my abilities to branch
off completely from basic applications, and another week or two before the radiation monitoring
app truly took shape.
On a more technical note, a major challenge faced was that the method of detecting
radiation had to be modified from the expected FBC method. Initially it was hoped that the error
correcting code (ECC) of the SD card could be bypassed by the app. No method to do this was
discovered throughout the project. The ECC corrects small errors in a saved file, effectively
reducing the FBC to zero for a sufficiently number of errors, including radiation induced errors.
Instead, it was determined that an accessible proxy measurement for the FBC was to measure how
long it took to operate on a certain file before and after irradiation, effectively measuring the length
of time that ECC took to correct errors. The length of time is correlated with the number of errors,
and thus with the amount of incident radiation. Of course there are more sources of change in time
to manipulate the file than just radiation, such as an aging phone, other applications, low battery, and
so on, adding more uncertainty to the monitoring.

Customizable Flash Read/Write Board
It was initially hoped that the original design that was used as inspiration would work by
simply downloading the project files and following the instructions found within. However, it
rapidly became clear that the process would not be so straightforward.

FLASH RADIATION DETECTION 12

The base of code had not been maintained or updated in several years, leading to many
version errors and out-of-date dependencies. The open-source Python USB drivers were not initially
developed to support a Windows operating system, which introduced another layer of code that did
not always function as intended. It was difficult to get the PC to even recognize the USB board.
Once that could be done, the schematic for pin connections between boards was found to be
unclear and some trial and error was required to develop a full connection map. Finally, once the
two boards and the PC could communicate, the Python code would not recognize any of the TSOP
Flash chips that were attempted to be read. Changes were made over the course of several weeks to
finally fix this issue.
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Chapter IV: Results and Discussion
Android Application
A model Android Smartphone and the basic developed algorithm used are shown below in
Figure 2.

Fig 2. Flowchart of basic algorithm developed and image of the application on a Smartphone.

The temperature effects verification experiment lends credence to the claim that information
about the ECC can be found using the timing method, shown in Fig. 3. The 2D NAND shows
slower speeds at higher temperature, as theory and previous work suggest. The 3D NAND shows
higher speeds at higher temperature, again agreeing with prior work and with theory.

FLASH RADIATION DETECTION 14

Fig 3. Temperature comparison on timings of 2D and 3D SD cards. (a) – (c) 2D SD card tends to operate
faster at lower temperatures. (d)-(f) 3D SD card tends to operate faster at higher temperatures.

The app was not as wholly successful in measuring timing differences due to radiation
effects. The plots of timings (ECC proxy) versus file size for given amount of incident radiation, Fig.
4, seem uncorrelated, which does not follow theory or prior results. Unfortunately, this project has
run out of time before the exact problem could be ascertained.
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average FBC and the X-ray radiation dose is plotted. From the plot a power law dependence
between the FBC and radiation dose is found, especially for the higher dose values. In the same plot
the radiation response of the Flash chip with and without its package (or capping) are compared. As
evident from the figure, the chip is more sensitive to radiation without any capping on it.
(b)
10 krad
5 krad
2 krad
1 krad
500 rad
No
Radiation

Block Avg FBC /page

(a)

Block #

(c)

(d)
___ With
___ With
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De‐capping

FBC/page

Fig 5. Dosimetry for X-ray exposure using Flash memory chip. (a) Scatter plot of fail bits on different pages
of the same chip as a function of radiation (X-ray) dose. (b) Block average FBC/page for each block is
plotted as a function of radiation dose. The color coding for dose level is same as in (a). (c) The cumulative
probability distribution of the FBC for each radiation dose level is plotted. The legend in the plot shows the
dose level. (d) The average FBC in the chip is plotted against radiation dose for two chips, one with capping
on and the other with capping removed. FBC value just after programming is very similar in both chips.

In Fig. 6 the evaluation results for the effects of gamma-rays (Cs-137 isotopic irradiator) on
the Flash chip of the same specification are plotted. Similar to the X-ray exposure, the FBC
increases with the increase of gamma-ray dose. A slight block to block variation for the observed
FBC is seen, likely due to the different location of those blocks in the chip.
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Fig 6. Dosimetry for gamma-ray exposure using Flash memory chip. (a) Increase in FBC with radiation dose.
(b) The cumulative probability distribution of the FBC for each radiation dose level. (c) Average FBC in a
chip as a function of radiation dose starting with 100 rad.

FLASH RADIATION DETECTION 18

Chapter V: Performance Assessment and Future Work
On the whole, I am pleased with both my performance and the outcome of the two tasks I
was faced with. The many hours I spent working on these solutions, though long and frustrating at
times, gave me a great glimpse into what life as a graduate student will be like. Though all research
work is different, the theme of dedication throughout both success and failure is a common thread
among every project. I am fortunate to have been prepared so well to succeed in my continued
studies by Dr. Ray. Further, in the more practical sense, I have gained a much better understanding
of the physics and application of Field Effect Transistor technology that flash memory is based on.
Although the android app did not fully demonstrate success in radiation monitoring, using
the proxy measure of difference in temperature yielded encouraging results. I am confident that the
framework that was developed can be easily extended in the future. Given easier access to an X-ray
machine to help determine the issue in the radiation results, the solution could be quickly
determined.
The results of the developed board are very promising. At present, the developed board is
capable of manipulating a flash memory module just like the commercial solution. Further work is
currently being done to add support for utilizing more advanced features of the flash memory
modules. In development are the read retry feature and MLC chip reading. These enhancements are
fully expected to augment the sensitivity of the flash memory to radiation, in turn allowing the FBC
algorithm to be more sensitive and useful for safety applications. In the less immediate future, a
method will be developed to interface the newly developed board with the Smartphone application
to achieve a fully mobile yet still highly sensitive dosimeter.
This work, along with prior work, was accepted as a poster at an international radiation
effects conference, to be presented in the summer of 2018.
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Conclusion
In this paper it is demonstrated that the state of the art Flash chips are sensitive enough to
detect low radiation doses such as 100 rad(Si). It is found that a Flash-based dosimeter is sensitive to
both X-ray and Gamma-ray radiation. A Smartphone application on the Android platform has been
developed and is shown to be potentially useful for real-time radiation dosimetry. A more userfriendly and extensible TSOP Flash chip reader/writer has been developed for enhancing future data
collection.

