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Dedication: 

This Capstone is dedicated to Elliot McKeel. I miss you, and wish you were here to graduate with me. 
You competed in CyberPatriot and STEM club events with me, and I would not be an IS major without 
these activities. 

Thank you to my family, professors, mentors, and friends for helping me through life, college, and 
beyond. 
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Abstract: 

This Honors Capstone describes the process of creating lesson plans for Alabama School of 
Cyber Technology and Engineering. These modules were created for the Social Engineering class and 
focus on phishing, vishing, and SMSishing. Inspiration for this class is from Dr. Hovermale’s Social 
Engineering class.  



5 

Method: 

I designed lesson plans and assessments about phishing, vishing, and SMSishing for this project, 

designed to be presented to Alabama School of Cyber Technology and Engineering (ASCTE) students in 

their Social Engineering Class. I chose this project because of my experience working as a Crew Trainer 

and Presenter at the US Space and Rocket Center and my experience in the Civil Air Patrol (CAP). I 

found a love for educating middle and high schoolers, and through these experiences, I discovered I 

enjoyed learning cybersecurity. I hope to volunteer with organizations that allow me to make a difference 

in the lives of young people. 

I took a Social Engineering Class with Dr. Hovermale as a part of my Cybersecurity 

concentration. We worked together to come up with the idea to write modules for ASCTE’s social 

engineering class. 

I started this project by reaching out to Dr. Hovermale to be put in contact with the teacher of the Social 

Engineering class, Mr. Jamie Reese. I then contacted Mr. Reese to learn the class structure and his 

expectations for these modules. I also asked about how many days I should go and teach. He said he was 

hoping to cover three classes with that material. I explained what each module would include and began 

working on creating said modules. I also found out what standards Mr. Reese was attempting to cover, to 

ensure I understood why I was making these modules. 

I then began designing these lessons. I modeled the lesson plan on my memories of classes in high school, 

how I taught at Space Camp, and how I taught at CAP days. I also considered what activities I had done 

in Dr. Hovermale’s classes and what activities I had enjoyed in high school. I then designed three Google 

Slides presentations alongside Google Docs that could be used to teach. The slide presentations are used 

for showing to the class. The Google Docs ensures that even if I am not the one teaching these lessons, 

the presenter can recreate the stories I tell. In these lessons, I built in group activities, games, and 

homework assignments. The variety and repetition of this knowledge will help students learn the 
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information better. Hopefully, these activities will also engage the students and help them enjoy learning 

cybersecurity. 

I decided that this project should be underwater-themed to play on the phishing/fishing pun, hoping to 

make the modules more engaging. I used information learned in my Social Engineering Class with Dr. 

Hovermale to design the content for this class. In these modules, I attempted to work with real examples 

that my family, friends, and I received to show students how often Phishing, Vishing, and SMSishing 

attacks occur. Using actual instances helps students understand the prevalence and format of these attacks. 

In my presentation, I also highlight how to spot these attacks, the dangers of these attacks, and how to 

report these attacks. 

I sent rough and final drafts of each presentation to Mr. Reese and Dr. Hovermale for approval 

and suggestions. I implemented suggestions and finished writing toward the end of the fall 2023 semester. 

Over the break, I began writing an assessment for all three presentations that could be used as quizzes or 

tests. I included multiple-choice, written, and true/false questions.  I also wrote an answer key for this 

assessment. I planned to present these lessons to the students in the spring 2024 semester. However, 

scheduling and security issues sadly made this impossible. 

The slide sets, teaching guides, assessment, and answer key, as well as links to these documents, follow. 
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Links: 

Phishing Slide set: 

https://docs.google.com/presentation/d/1KqiLvfuhRX8rCw1VEKHIPC6XGFrJ0mTh4KrNuR7h

el0/edit?usp=drive_link 

Vishing Slide set: 

https://docs.google.com/presentation/d/1TxqTSbPQue6d7_yGhQURZScBBRdT2U3wnKdrwXR

ox80/edit?usp=drive_link 

SMSishing Slide set: 

https://docs.google.com/presentation/d/1HDETz1N_vcWXm9GsRiQuVRf7ZCKu5KXxfVlIAI

M344Y/edit?usp=drive_link 

Phishing teaching guide: https://docs.google.com/document/d/1aLmOC-

r474LFeH44Lc0Ga8dt9PZ8vC6rZDzN57n97Gw/edit?usp=drive_link 

Vishing teaching guide: 

https://docs.google.com/document/d/19yCH_1Vw4WMSHsIpNZsyLqFa93LPsfWj5ou0h-H1-

J0/edit?usp=drive_link 

SMSishing teaching guide: 

https://docs.google.com/document/d/1T6xTTgYM6g6eIxhzEam3nTOalMovaba2Eac5pSYj3iY/e

dit?usp=drive_link 

Assessment: 

https://docs.google.com/document/d/1dHx8v4V_sPMeei2B1T3nGQ9GsaMeUH4t3EgPN-

VcNXI/edit?usp=drive_link 

Answer key:  
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https://docs.google.com/document/d/1nq05cjb2HwuatDjEfiWf-3K479ai-

NVILKLv6u0Pab4/edit?usp=drive_link 
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Phishing Slide Deck: 
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Vishing Slide Deck:
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SMSishing Slide Deck: 
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Phishing Teaching Guide: 

Intro 
This teaching guide is to accompany the presentation, “An Introduction to Phishing in Social 
Engineering”. This presentation instructs students on what phishing is, how it relates to social 
engineering, how to identify it, and how to report it.  
How to use this teaching guide 
The slides are broken down by section. Each Section has a different time estimate. Slide numbers 
will be listed followed by a colon. Then, an explanation of what is happening on that slide 
follows. Sometimes, information for the discussion as background information will be in this 
section. The bullet points are what should be discussed with the class.  
 

Section one: 15-20 min 
Slide one:  
What is phishing bell assignment 
• Students will fill out what they think phishing is on a piece of paper while waiting for 
class to start. 
Slide two:  
Introduction.  
• Explain that we are talking about Phishing. 
Slide three:  
Discussion 
• Lead students in a discussion about what they think phishing is. 
Slides four and five: 
This slide explains what phishing is. 
• Discuss with the class what phishing is and that it does not involve fish.  
Slide six:  
This slide defines phishing.  
• Phishing is an email attack where attackers pose as fraudulent people or companies and 
try to obtain PII or convince a victim to install malware. 
Slide seven:  
Highlights PII to transition to PII discussion.  
• Explain what PII is 
Slide eight:  
• Ask students to give examples of PII.  
Slide nine: 
Show examples of PII.  
• Go through PII examples.  Explain there are more PIIs. 
Slide ten: 
Class discussion of what social engineering is Social engineering is deceiving individuals into 
divulging PII that may be used for fraudulent purposes. 
• Have class define social engineering. 
Side eleven:  
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Social engineering is trying to have people do what you want them to do without them thinking 
about it. Phishing is when attackers are attempting to have you provide PII without thinking 
about it 
• Have class discuss how phishing is related to social engineering 
Slides twelve-fifteen:  
These slides provide different examples of phishing. The slides with images are real phishing 
emails friends or I received. The third slide is phish bowls. Phish bowls are collections of 
phishing emails that have been reported to universities. Many universities have phishbowls. 
Phishbowls help provide students with more examples of phishing. 
• Talk the students through the phishing emails.  
• Talk about phishbowls, and how they can serve as a useful resource. 
Slides sixteen-eighteen:  
These slides explain spear phishing and whaling. 
• Explain that spear phishing targets a specific person. For example, a spear phishing attack 
may specifically target the principal of your high school.  
• A whaling attack specifically targets a high-level person. For example, a whaling attack 
might target Bill Gates or Elon Musk. 
• Both of these attacks will be tailored to the person they are targeting. 
Slides 19-22:  
Slide 19 talks about how to spot phishing attacks. 20 and 22 are the same phishing examples 
from earlier but with the common phishing markers highlighted. 
• Have students provide common evidence of phishing. 
• Go through the common phishing signifiers. 
• Talk students through the phishing emails from earlier. The phishing signifiers are in 
yellow. Discuss how these things identify these emails as phishing. 
Section 2: 10 minutes 
Slides 23-33:  
Students will now play everyone’s favorite game: Is it Phishing? Students will identify whether 
the emails on screen are phishing emails. As you click once, the email will show on the screen. If 
you click twice, the answer to whether or not something is phishing will show. Click again to 
move to the next email. 
• Instruct students that they are playing Is It Phishing. 
• Have students hold up thumbs up or thumbs down if they think a given slide is phishing. 
• After each slide, discuss how to tell if the email is or is not phishing. 
Slides 34-36: 
These slides explain how to report a phishing attack. 
• How do you report phishing attacks?  
• Report to work, school, Internet service provider, of FBI 
Section 3: 10 minutes 
Slides 37-39: 
These slides ask students to relate phishing to real world examples. 
• Have students tell you about phishing they encountered. 
• Have students work in a group to find examples of phishing attacks and how these attacks 
impacted real businesses.  
• Have students discuss similarities and differences between these phishing attacks 
Section 4: 10 minutes or homework 
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Slides 40-41: 
Students will practice these skills by writing their own phishing attacks. 
• Have students write a phishing attack.  
• Have them decide whether to spear, whale, or normal phish.  
• Have them consider some of the common threads they saw in the real phishing attacks. 
Slide 42: 
• If time, watch a video about phishing In Real Life 
Section 5: 3 minutes 
Slides 43-45: 
Wrap up. 
• Have the class tell you what phishing is. 
Slide 46: 
Sources 
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Vishing Teaching Guide: 

Intro 
This teaching guide is to accompany the presentation, “An Introduction to Vishing in Social 
Engineering”. This presentation instructs students on what phishing is, how it relates to social 
engineering, and how to identify it.  
 

How to use this teaching guide 
The slides are broken down by section. Each Section has a different time estimate. Slide numbers 
will be listed followed by a colon. Then, an explanation of what is happening on that slide 
follows. Sometimes, information for the discussion as background information will be in this 
section. The bullet points are what should be discussed with the class.  
Section one: 25 minutes 
Slide one: 
What is vishing bell assignment 
• Students will fill out what they think vishing is on a piece of paper while waiting for class 
to start. 
Slide two:  
Introduction.  
• Explain that we are talking about vishing. 
Slides three-six:  
Discussion. Vishing is similar to phishing, except it is done with voice. This can be done with AI 
or over the phone. The visher could also do it by leaving a voicemail. Phishing is looking for 
PII.  
• Lead students in a discussion about what they think vishing is. 
• Review PII. 
Slides seven and eight: 
Vishing relates to social engineering in a similar way to phishing. Vishing attacks attempt to 
have victims give up pii or send them money over the phone. 
• Have students discuss vishing and how it relates to social engineering.  
• Then play the video of social engineering and vishing.  
Slides nine-eleven: 
These slides provide examples of social engineering.  
• My grandmother was almost vished. My grandmother received a call that my brother had 
snuck out of the house, caught a taxi to help a friend and ended up in jail. The caller was posing 
as “her grandson”. My grandmother responded, “Jacob?” She was very confused and concerned. 
She almost gave him money for his bail. Thankfully, she thought to call my father. My dad is an 
Information Systems professor. He explained that this was a vishing attack. My dad then 
reminded her that one, Jacob was at camp, and two, the small town we were in did not have 
taxis.  
• Printer model. The university my dad works for, UTM regularly has people who receive 
calls claiming to be IT. They ask for all sorts of computer information and specs. They explain a 
problem with the printer that can only be solved with these expensive ink cartridges. The visher 
then proceeds to try and sell said ink cartridges. If people fall for it, then the university ends up 
being charged for these ink cartridges. 
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• Say yes to confirm. Several years ago, there was a vishing scam where vishers would call 
people and attempt to get them to say yes. So they would say “is this (victim name), and the 
victim would respond yes. The visher would record the victim saying yes. Then the attacker 
would play a sound saying do you confirm a purchase? And then play the recorded yes. The 
attacker would then get the victim to give card information to pay for whatever they agreed to 
purchase. 
Section 2: 20 minutes 
Slide 12: 
Have a practice vishing conversation. One person pretends to be a bank. They are looking for the 
“victim”’s middle name.  
• Have 2 students run a fake vishing conversation. The “bank” seeks the “victim’s” middle 
name. The “victim” must determine if this is a real vishing attack.  
Slide 13: 
Discuss how to determine if something is a vishing call. 
• Go through the different ways students can tell if something is a vishing call. 
Slides 14-19: 
These slides have vishing trivia. 
• Go through vishing trivia with students.  
• Let students guess the answers. 
Slide 20: 
Slide 20 is a video showing the dangers of vishing. 
• Watch video 
Section 3: 5 minutes 
Slides 21-22: 
Review what phishing is.  
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SMSishing Teaching Guide: 

Intro 
This teaching guide is to accompany the presentation, “An Introduction to SMSishing in Social 
Engineering”. This presentation instructs students on what phishing is, how it relates to social 
engineering, how to identify it, and how to report it.  
 

How to use this teaching guide 
The slides are broken down by section. Each Section has a different time estimate. Slide numbers 
will be listed followed by a colon. Then, an explanation of what is happening on that slide 
follows. Sometimes, information for the discussion as background information will be in this 
section. The bullet points are what should be discussed with the class.  
 

Section one: 20 minutes 
Slide one: 
What is SMSishing bell assignment 
• Students will fill out what they think SMSishing is on a piece of paper while waiting for 
class to start. 
Slide two:  
Introduction.  
• Explain that we are talking about SMSishing. 
Slides three-four: 
SMSishing is sending fraudulent messages with the intent to capture Personally Identifiable 
Information (PII). 
• Discuss what SMSishing is.  
• Review PII 
Slide five: 
• Have students explain how SMSishing relates to social engineering 
Slide six: 
This slide has 2 different text examples of SMSishing.  
• Show SMShing examples. 
Slides seven-eight: 
These slides show how to identify SMSishing. 
• Have students suggest how to identify SMSishing. 
• Show and go through how to identify SMSishing. 
Section 2 20 minutes 
Slides nine-fifteen: 
This is everyone’s favorite game: Is It SMSishing?. Click once and the text appears. Click twice for the 
answer. 
• Explain that we are playing Is It SMSishing.  
• Students will get 10-15 seconds to read each text and decide if it is SMSishing. 
• Have students hold up a thumb up if it is SMSishing and a thumb down if it is not SMSishing. 
• Go through all of these slides.  
Slide 16: 
• Talk about the dangers of SMSishing. 
Slide 17: 
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• Explain how to report SMSishing, 
Slide 18: 
• Have students work in a group to find real examples of SMSishing, 
Slide 19: 
• Have students discuss common elements between SMSishing attacks. 
Slide 20: 
• Have students write an example of an SMSishing message. 
Section 3: 5 minutes 
Slides 21 and 22:  
• Have students recap what SMSishing is.  
• Citations. 
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Assessment: 

Name:____________________________ 
Date:_____________________________ 

 

Phishing, Vishing, and SMSishing Quiz 
1. What is phishing? 

a. When fraudulent emails from seemingly reputable companies or people who ask 
for Personally Identifiable Information (PII) for nefarious purposes. 

b. Sending fraudulent messages via text with the intent to capture Personally 
Identifiable Information. 

c. Attempting to gain PII over voicemail. 
d. Attempting to acquire fish. 

 
2. What is vishing? 

a. When fraudulent emails from seemingly-reputable companies or people who ask 
for Personally Identifiable Information (PII) for nefarious purposes. 

b. Sending fraudulent messages via text with the intent to capture Personally 
Identifiable Information. 

c. Attempting to gain PII over voicemail. 
d. Attempting to acquire fish. 
 

3. What is SMSishing? 
a. When fraudulent emails from seemingly-reputable companies or people who ask for 

Personally Identifiable Information (PII) for nefarious purposes 
b. Sending fraudulent messages via text with the intent to capture Personally Identifiable 

Information. 
c. Attempting to gain PII over voicemail 
d. Attempting to acquire fish 
 

4. How do you report a SMSishing attack (select all that apply)? 
a. If you’re using a work or school email, send it to whoever manages your 

cybersecurity. 
b. Forward the text to 7726 (this spells spam). You will then receive a message 

asking what number the text came from. 
c. Report to your email provider that an email is phishing. 

 
5. How do you report a Phishing attack (select all that apply)? 

a. If you’re using a work or school email, send it to whoever manages your 
cybersecurity. 

b. Forward the text to 7726 (this spells spam).You will then receive a message 
asking what number the text came from. 

c. Report to your email provider that an email is phishing. 
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6. What is whaling? 

a. Fishing for whales 
b. Trying to phish a specific person 
c. Trying to phish a high-level specific person 
d. Trying to phish someone over voicemail 
 

7. What is spearphishing? 
a. Fishing for whales 
b. Trying to phish a specific person 
c. Trying to phish a high-level specific person 
d. Trying to phish someone over voicemail 
 

8. How do you identify SMSishing (select all that apply)? 
a. It comes from a friend. 
b. An urgent request for you to verify personal information via a link or automated 

phone number. 
c. It contains a suspicious link. 
d. It says you won a contest you did not enter. 

 
9. How much money did Americans lose in 2021 from phone scams? 

a. $29,800,000 
b. $1,000,000 
c. $20,000,000 
d. $37,000,000 

 
10. How do you identify vishing? 

a. The visher uses deliberately false statements. 
b. The visher acts like someone you have not recently contacted. 
c. The visher uses a quid pro quo. 
d. All of the above. 

 
11. How do you identify phishing (Select all that apply)? 

a. Wrong email addresses 
b. Does not make sense for this person to email you 
c. Tries to make you click a link 
d. Correct grammar and spelling 

 
12. Which of the following is not PII? 

a.  Drivers License Number 
b. Social Security Number 
c. Passport Number 
d. First Name 
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13. Write a SMSishing message. 
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 

14. How do phishing, SMSishing, and vishing relate to social engineering? 
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 

15. Where can you find examples of phishing? 
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________ 
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Answer Key: (Answers are highlighted and have an asterisk at the end of 

the answer) 

Name:____________________________ 
Date:_____________________________ 

 

Phishing, Vishing, and SMSishing Quiz Answer Guide 
1. What is phishing? 

a. When fraudulent emails from seemingly reputable companies or people who ask for 
Personally Identifiable Information (PII) for nefarious purposes.* 

b. Sending fraudulent messages via text with the intent to capture Personally Identifiable 
Information. 

c. Attempting to gain PII over voicemail. 
d. Attempting to acquire fish. 

 
2. What is vishing? 

a. When fraudulent emails from seemingly-reputable companies or people who ask for 
Personally Identifiable Information (PII) for nefarious purposes. 

b. Sending fraudulent messages via text with the intent to capture Personally Identifiable 
Information. 

c. Attempting to gain PII over voicemail.* 
d. Attempting to acquire fish. 

 
3. What is SMSishing? 

a. When fraudulent emails from seemingly-reputable companies or people who ask for 
Personally Identifiable Information (PII) for nefarious purposes 

b. Sending fraudulent messages via text with the intent to capture Personally Identifiable 
Information.* 

c. Attempting to gain PII over voicemail 
d. Attempting to acquire fish 
 

4. How do you report a SMSishing attack (select all that apply)? 
a. If you’re using a work or school email, send it to whoever manages your 

cybersecurity. 
b. Forward the text to 7726 (this spells spam). You will then receive a message asking 

what number the text came from.* 
c. Report to your email provider that an email is phishing. 
 

5. How do you report a Phishing attack (select all that apply)? 
a. If you’re using a work or school email, send it to whoever manages your 

cybersecurity.* 
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b. Forward the text to 7726 (this spells spam). You will then receive a message asking 
what number the text came from. 

c. Report to your email provider that an email is phishing.* 
 

6. What is whaling? 
a. Fishing for whales 
b. Trying to phish a specific person 
c. Trying to phish a high-level specific person* 
d. Trying to phish someone over voicemail 
 

7. What is spearphishing? 
a. Fishing for whales 
b. Trying to phish a specific person 
c. Trying to phish a high-level specific person 
d. Trying to phish someone over voicemail 

 
8. How do you identify SMSishing (select all that apply)? 

a. It comes from a friend 
b. An urgent request for you to verify personal information via a link or automated 

phone number.* 
c. It contains a suspicious link.* 
d. It says you won a contest you did not enter.* 
 

9. How much money did Americans lose in 2021 from phone scams? 
a. $29,800,000* 
b. $1,000,000 
c. $20,000,000 
d. $37,000,000 
 

10. How do you identify vishing? 
a. The visher uses deliberately false statements. 
b. The visher acts like someone you have not recently contacted. 
c. The visher uses a quid pro quo. 
d. All of the above.* 
 

11. How do you identify phishing (Select all that apply)? 
a. Wrong email addresses* 
b. Does not make sense for this person to email you* 
c. Tries to make you click a link* 
d. Correct grammar and spelling 
 

12. Which of the following is not PII? 
a. Drivers License Number 
b. Social Security Number 
c. Passport Number 
d. First Name* 
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13. Write a SMSishing message. 
Any acceptable SMSishing message. For example: Your package has been delivered. Please 
click here: tinyurl.com/asdfih2408hf08hwroh. 

 

14. How do phishing, SMSishing, and vishing relate to social engineering? 
Any similar answer is correct : Social Engineering involves tricking people into providing 
personal information that can be used for fraud. Phishing, vishing, and smishing are all examples 
of people using social engineering through email, voicemail, and texting to gain personal 
information.  

 
 

15. Where can you find examples of phishing? 
Any place where someone could find phishing examples is acceptable. For example, phish 
bowls, the internet, in work training courses.  
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